




































































































































































































































































































































































230 6 Applications of geometry in cryptography

6.3.4 Theorem. Every perfect authentication system is of the form A(N) for some
net N,

Proof Let A be a perfect authentication system. We define a geometry N as
follows:

— the points of N are the keys of A,

— the lines of N are the messages of A,

— aline ¢ and a point k are incident if and only if the message c is valid under
the key k, this means if and only if there is a d that is mapped under k onto c.

In order to prove that the geometry N is a net, we read the axioms of a net in
terms of the underlying authentication system. The first property of a net is that
through any two points there is at most one line. So we have to show that there is
at most one message valid under two distinct keys. This condition follows from
Lemma 6.3.2(c).

Let (k, c) be a nonincident point—line pair. In other words, ¢ is a message not
valid under k. We have to show that there is exactly one message c' valid under
k with the property that there is no common key for ¢ and ¢'.

Let d be the plaintext belonging to ¢. By Lemma 6.3.2(c) the messages that
do not share a key with ¢ are exactly the messages corresponding to d. Let d be
mapped under k onto a message c'; then ¢' is the unique line through k that has
no point in common with c¢.

Therefore N is a net. o

As corollary it follows ((GMS74], [BeR090]) that in a perfect authentication sys-
tem A with k keys there are at most Ve +1 plaintexts. Equality holds if and
only if A is constructed from a projective plane. To sum up, perfect authentica-
tion systems are geometric, and the best ones are constructed from projective
planes!

A corresponding theory was developed for authentication systems, in which the
attacker may observe more than one message before inserting a message of his
own (see {Fak79], [Mas86]).

We consider the situation of the receiver verifying n messages with the same
key. The attacker may send his message whenever he wants to, for instance before
the first message or instead of the nth message. As in the above theorem one can
show that the theoretical probability of success only depends on the number of
keys. If x denotes the number of keys, then the probability p that one of »n
messages was falsified is

/),
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For the proof see [Fak79], [Wal90] and [Ros93]. Authentication systems for
which equality holds are called perfect n-fold.

In this scenario one has to exclude that the same message is sent twice. Other-
wise, if the attacker has observed a message he can himself repeat the message
later on, and the forgery would not be detected.

Examples for »-fold authentication systems can be constructed using geome-
try. For this we need the normal rational curves considered in Section 2.2.

6.3.5 Theorem. Let P be a finite projective space of dimension n+ 1, let H be
a hyperplane, and let P be a point outside H. Furthermore, let 9 be a normal
rational curve of H. An authentication system A is defined as follows:

— the plaintexts are the points in 9,

~ the keys are the hyperplane not through P,

— the messages are the points not equal to P. For d € 9 and a key k one gets
the corresponding message as intersection of the line Pd with the hyperplane k.
Then A is a perfect n-fold authentication system.

Proof Let q denote the order of P. First, we compute the numbers of plaintexts
and keys. By definition, a normal rational curve has exactly g+ 1 points and thus
9| = g +1 plaintexts. The number of keys is the number of hyperplanes not
through P. Altogether there are ¢?*1+.. .+g+1 hyperplanes, of which
q"+...+g+1 passthrough P. Therefore, there are exactly ¢”* 1 keysin A.

In order to prove that A is perfect n-fold we have to show that the probability
of an attacker being able to forge one of the # messages equals 1/g.

We first analyse the case in which no message has been sent. For this we con-
sider an arbitrary plaintext, that is a point Q of the normal rational curve. Each
point X on the line PQ different from P is a possible message corresponding to
Q. We show that through each point X on the line PQ there is the same number
g" of keys: By exercise 10, there are exactly ¢” hyperplanes through X that do
not contain P, so there are exactly g” keys through X. Thus, the probability p
that X is a valid message equals the number of keys through X divided by the
number of all keys. In other words,

" _1
n+l q'

p=

q
Now we consider the case that already i messages Pj, ..., P; (1 <i<n) have
been sent. We have to face the possibility that the attacker knows these points.
Therefore he knows that the actual key is one of the hyperplanes through Py, . .,
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P; not through P. Let Q; be the plaintext belonging to P; (1 <j<1). The points
Q; are the intersections of the lines PP; with the hyperplane H.
We claim: the subspace U=(Py, ..., P;) has dimension i— 1, and for each point
Q of 9D different from the points Qj, the line PQ does not intersect U.

Since the points Q; lie on 9, we have that dim(Qy, . . ., Q) = i— 1. From this
it follows that

dim(P, | ST Pi> = dim(P, Qp-vos Qz> =i,

thus dim(Py, ..., P)y=i-1.

If Q is another point on 9, then dim{Q, Qy, ..., Q;) = i. Therefore, the line
PQ only intersects the subspace (P, Qy, ..., Q;) in P.In particular, PQ does not
intersect the subspace Uc (P, Qy, ..., Q).

Using this claim we are able to prove that the probability of an attacker being
able to generate a valid message for a plaintext Q equais 1/: The attacker
knows that the actual key is one of the hyperplanes containing the already ob-
served messages, i.e. the hyperplanes containing U, but not P. There are precisely
g"—i*1 hyperplanes fulfilling this condition. Let R be a point on the line PQ
different from P. Because PQ does not intersect the subspace U, dim{(U,R) =
holds. Furthermore, the number of hyperplanes containing this subspace, but not
P, equals g”* ! Therefore, each message belonging to Q corresponds to exactly
g"—1 keys. Since

_ qn—i B 1
P ;’
the probability p of success is also in this case just 1/4. a

Remark. In Theorem 6.3.5 it is essential to consider only points in general position
as plaintexts, which means that any »#+ 1 points generate H. We examine the
situation of an attacker having observed two messages P; and P,. Let Q; and
Q, be the corresponding plaintexts. The attacker does not know the actual key,
but he knows that this must be one of the hyperplanes through P; and P5.

If another point Q* of the line Q;Q, were a possible plaintext, the attacker
could choose the point P* := PQ* n PP, as his message and could thus insert a
new message without being detected.

This means that although the attacker does not know the key he can generate a
valid message!
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6.4 Secret sharing schemes

Cryptographic algorithms are often based on secret information. This is true for
symmetric enciphering and authentication algorithms as well as for asymmetric
algorithms.

Therefore, the management of secret data is a fundamental task in applications
of cryptology. One distinguishes different aspects: generation, distribution, stor-
age, and deletion of secret data. All these are different aspects of key manage-
ment.

In this section we deal with the special problem of storing secret data. More
precisely, we deal with the dilemma between the secrecy and availability of data.

This problem is solved in an optimal way by secret sharing schemes ([Sha79],
[Sim92b]).

What is a secret sharing scheme?

Technically speaking, secret sharing schemes are used to reconstruct secret data,
when only certain parts of the secret data are available — the reconstruction is only
possible for some previously defined situations, while it is impossible for all other
situations.

To clarify matters we start with an example, which will serve as prototype for
all secret sharing schemes dealt with in this section.

Example. We assume that the secret X is a string of m bits, e.g. a binary key of
length m. We want to ‘subdivide” X into ‘partial secrets’ (“shares’) X, such that
X can be reconstructed from any two shares, while it should not be feasible to
reconstruct the secret from only one share.

To construct such a secret sharing scheme (a ‘threshold 2-scheme’) we use a
projective plane P = G(2, ¢) of order ¢ > 2. We choose a line g. The secret is
encoded as a point X on g. We randomly choose a line h # g through X and on
it arbitrary points X, Xy, ... as shares (see Figure 6.7).

Figure 6.7 A threshold 2-scheme
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To reconstruct the secret X from two shares X, X, i #J, the system computes
the intersection of the line X;X; with g.If X; and X; are two valid shares then
the system obtains the point X. On the other hand, knowing only one share one
cannot reconstruct the secret: Given a share X, any of the g+ 1 points of the
line g could be the secret. If an attacker only knows the line g and the point X,
any point # X; on any line through X; could be another share. Therefore, each
point on g might be the secret equally likely, the probability of success for the
attacker equals 1/(g + 1).

This means, if an attacker knows only one share there is no better strategy than
just guessing the secret!

We now give a precise definition of secret sharing schemes. For this we describe
the fourphase life cycle of a secret sharing scheme.

1. The definition phase. In this phase the service provider formulates his re-
quirements. He firstly has to define the ‘access structure’, that is to say which con-
stellations of users shall be able to reconstruct the secret. Secondly, he must limit
the probability that an illegal group of users can reconstruct the secret. Observe
that no system is secure to 100%. An attacker could, for instance, guess the secret.
But interestingly enough, in geometric secret sharing schemes the probability of
success for an attacker can be kept as small as one likes.

The access structure is the set of all configurations of users allowed to recon-
struct the secret. In other words: the access structure specifies the sets of partici-
pants that may legally reconstruct the secret. The access structure might be rather
complex (see below): one sometimes distinguishes between different groups of
users and defines how many members of each group are needed for reconstructing
the secret. The probability of deception is the second parameter that the service
provider must specify. For this he specifies an upper bound for the probability that
a illegal set of participants can reconstruct the secret. This is necessary because
there is no 100% security; any system can be defrauded with some positive prob-
ability. The user specifies how far he will tolerate an illegal reconstruction of the
secret in choosing a probability p for this event. (A typical value is p=10-20.)

2. The mathematical phase. After having formulated the requirements it is the
task of mathematicians to provide structures to realize them.

For constructing secret sharing schemes (projective) geometry with the under-
lying algebra has proven to be of great value. We have already described an ex-
ample, subsequently we will present further constructions based on geometry for
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different secret sharing schemes. For detailed description of the realizability of
secret sharing schemes using geometric structures see [Ker92], [Sti95].

3. Generation of the secret. Now it is the task of the service provider to choose
the secret X. Then the shares are calculated by a method provided by mathemat-
ics. Finally the shares are distributed to the users.

It is crucial that the choice of the secret X — and thus of the shares — is com-
pletely under the responsibility of the service provider. It is independent of the
formulated requirements and the chosen mathematical structure.

4. The application phase. In this phase the secret X will be reconstructed from
a legal constellation of shares.

Remark. We distinguish two different application types of secret sharing schemes.

If the application is of type ‘access’, the reconstructed value is compared to the
stored secret X. If the two values coincide access is provided. Thus, in this case
the verifying instance (e.g. a computer) knows the secret.

There are also applications whose aim is to generate secrets. One example is
the transport of a cryptographic key to a computer, where it is reconstructed. In
this case the secret is not stored in the computer, but must be transported to the
computer. Here we have a different problem: the computer must convince itself
that the calculated value is not only an arbitrary value, but with high probability
the correct secret X. For this purpose the so-called robust secret sharing schemes
have been invented. A simple example of a robust scheme can be derived from our
example. The computer requests not just two, but three shares and verifies
whether all three pairs of points lie on the same line. (For details see [Sim90].)

Depending on the different types of legally constellating the participants, different
types of secret sharing scheme can be distinguished. We first define the most im-
portant classes of secret sharing schemes and then describe their constructions.

(a) Threshold schemes. In a threshold 7-scheme it is required that any ¢ users
can reconstruct the secret, but no constellation of 7—1 or fewer users. For in-
stance, in a threshold 2-scheme any two users can reconstruct the secret, but a
single user has no chance to do this. In a threshold ¢-scheme, the number ¢ is also
called the quorum.

(b) Compartment schemes. The participants are partitioned into different
‘compartments’, which, in principle, have equal rights: In each compartment a
certain quorum of users is required to let this compartment take part in the re-
construction of the secret. Moreover, a certain number of compartments must
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participate in the reconstruction. In other words, each compartment is a threshold
scheme, and on the set of all compartments we have yet another threshold scheme.
This could be used for signing contracts in a company. There are two com-
partments, e.g. technical and commercial departments, and at least one signature is
required from each compartment.
(c) Multilevel schemes. Again, the participants are partitioned into different
groups, but these groups are ordered hierarchicalty. Each member of ‘higher’ or-
der can replace a member of ‘lower’ order.
A special case is a multilevel secret sharing (2, s)-scheme that realizes the
following access structure:
There are two groups & and J of participants. The secret shall only be recon-
structable in the following cases:
— any s participants of & can reconstruct the secret,
— any 2 participants of J can reconstruct the secret,
— any s—1 participants of § together with any participant of J can reconstruct
the secret.
In such a secret sharing scheme two participants of the top level 3 have the
same rights as s participants of the lower level; moreover, any user of the higher
level can act as a member of the lower level.

Constructing secret sharing schemes

In the following we will present geometric constructions for the three most im-
portant classes of secret sharing schemes, namely threshold schemes, compart-
ment schemes, and muitilevel schemes.

1. Threshold schemes. To construct a threshold f-scheme one can proceed as
follows: We fix a line g in P =PG(s, q). The points of g are the potential se-
crets. If the service provider chooses a point X on g as actual secret, there is a
method which enables him to
— choose a hyperplane H (that is a (f - 1)-dimensional subspace) through X
that does not contain g, and
~ choosein H aset § of points in general position containing X. For example,
one can choose J as part of a normal rational curve in H. The shares are points
of § different from X.

In the application phase certain partial secrets are sent to the system. The sys-
tem computes the subspace through these shares (points) and intersects it with g.
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If at least ¢ legal shares are sent to the system, the constructed subspace is H,
because the points are in general position. In this case the correct secret HNn g =
X will be obtained. This means that any ¢ participants can reconstruct the secret.

The converse is valid as well:

6.4.1 Theorem. If an attacker knows at most t—1 legal shares, his chance of
cheating successfully is only 1/(q + 1).

Proof. An attacker deceives successfully if he obtains the correct secret without
knowing ¢ shares. It is clear that an attacker has an apriori probability of success
of 1/(g+ 1), since he may choose one of the ¢ +1 points of g at random.

The theorem claims that his chance does not increase if he knows as many as
t—1 legal shares.

Let J' be asetof at most — 1 shares. Then § generates a subspace U with
dim(U) < ¢— 1. Moreover, U does not intersect g, since J'uU {X} is a set of in-
dependent points. An attacker knowing only g and 3' only knows that any fur-
ther share is a point outside U noton g.

We show that each point Xy on g has the same probability of being the se-
cret: for any choice of X on g, the subspace W = (X, U) contains the same
number of shares. Since g has exactly g+ 1 points, the attacker’s probability of
successis 1/(g+1). O

Definition. A secret sharing scheme is called perfect if the probability of guess-
ing the secret has the same value for all nonlegal constellations of participants.

This means, perfect secret sharing schemes have the property that an attacker
knowing only a small number of shares (not enough shares) has the same infor-
mation about the secret as he would have with no share at all. In other words: per-
fect secret sharing schemes provide an insuperable security against insider attacks:
an insider knowing at least one share only has the same extremely small probabil-
ity of success as an outsider knowing nothing about the shares.

2, Compartment schemes. We restrict ourselves to the most important special
case of compartment schemes: There are several user groups, namely the com-
partments Gy, Gy, . . ., G,,. The requirements for the access structure are as fol-
lows:

— in each compartment two participants are required to let it take part in the re-
construction of the secret;

— the participation of two compartments is sufficient to reconstruct the secret.
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A corresponding secret sharing scheme can be geometrically constructed in the
following way (see Figure 6.8). We fix aline g in P=PG(n+ 2, ¢). The service
provider selects a point X € g as the secret. First, he randomly chooses a line h
#g through X and n points Xj, Xy, ..., X, # X on h. Then he chooses
through each point X; aline g; (i=1,2,...,n) such that the set {th,gp.i=1,
2, ..., nyu {{h,g)} of lines is independent (this means that it is a set of inde-
pendent points of P/h). These lines g; correspond to the compartments G;.
Eventually each participant of compartment G; is given a point X; of g; differ-
ent from X;

! \
\ g \ g g
\ \
h I\ X2 \
4 X; X
/

/&
/

Figure 6.8 A compartment scheme

6.4.2 Theorem. The compartment scheme described above is a perfect secret

sharing scheme.

Proof We consider the reconstruction of the secret. The procedure is simple. One
calculates the subspace U generated by all given points and intersects it with g.

If the constellation of participants is legal, the obtained point is the secret. If at
least two points on lines g and gy, are given (k# h), the points X, and X, are
contained in U. Thus, h liesin U and so does X € U g. Moreover, g ¢ U
because by assumption the planes ¢h, g) and ¢h, g;) are independent.

Now we consider a nonlegal constellation of participants and show that each
point of g can be reconstructed with the same probability.

The best situation for an attacker is to know two shares Py, Py’ of one com-
partment G and one share P; of the other compartments G; (j=2,..., m). Let
X' be an arbitrary point of g. It is sufficient to show that

U :=(P;,P|". Py, ... P, X)

is a subspace of dimension m + 1 intersecting g exactly in X". ‘
Since the lines g, g;» g, . - - are independent, the subspace (U, h) has di-
mension m + 2, if X' isnotequal to X. So for X'# X we have that dim{U', X*)
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= m + 1. Thus it remains to show that if X X' the point X is not contained in
LUN

If m=1,0"=(P,P{",X) isaplane. If X' and X were contained in U, it
would contain the two skew lines g and g, a contradiction.

If m=2 we proceed as follows:

dim(Uy") = dim({Py, Py', P2, X)) = dim({U;", P2)) <dim(U{) + 1 =3.

On the other hand, dim(U,") > dim(U;") = 2. Assume that U,' is a plane. Then
(U, h) would be a 3-dimensional space containing the independent planes (h,
g, {h, g1), ¢h, go), a contradiction.

One can prove similarly the cases m > 3 (see exercise 12). O

3. Multilevel schemes. In multilevel schemes, the participants are divided into
hierarchically ordered groups. Here, we only deal with twolevel schemes, the most
important multilevel schemes in practice. More precisely, in a multilevel (2, s)-
scheme, the participants are partitioned into two disjoint groups J and & such
that the secret can only be reconstructed by the following constellations of partici-
pants:

— any set of at least two participants of J,

— any set of at least s participants of S,

— any participant from J together with at least s — 1 participants from 3.

We define the following system. We fix a line g in P =PG(s, ¢g), whose
points are the potential secrets. After selection of a secret X, the service provider
chooses a line h =g through X and a hyperplane H through h that only inter-
sects g in X. The shares corresponding to the participants of 3 are points on h
different from X. We denote the set of these points by &,. The shares belonging
to the participants of & are points of a set &y of H with the following proper-
ties:

— S {X} is aset of points of H in general position. (For instance, one can
choose Sy {X} as a subset of a normal rational curve of H.)
— Any subspace through s — 1 points of Sy contains no point of .

As an example we consider the case s=3. The secret sharing scheme is con-
structed using a 3-dimensional projective space P =PG(3, g). We choose a line
h# g through the point X of g, a plane n containing h, but not g, and a nor-
mal rational curve X of 7 (a conic in this case) through X with tangent h. We
must choose the sets §, ch and §; < K such that each line through two points
of &, intersects the line h in a point outside 3}, (see Figure 6.9).
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Figure 6.9 A multilevel (2, 3)-scheme

6.4.3 Theorem. The construction above yields a perfect multilevel (2, s)-scheme.

As proof we refer to exercise 13.

Remark. In [BeWe93] it is shown how to choose the points of 3, and &, inan
optimal way.

To end this section we summarize the essential advantages of secret sharing
schemes constructed using geometry.

— In contrast to most of today’s cryptographic mechanisms secret sharing
schemes offer provable security on each arbitrary level! For each security level p
there are systems for which the chance of cheating is at most p.

— Secret sharing schemes can be implemented easily. Because the typical decep-
tion probability demanded today is in the range between 220 and 2-100 there
are no arithmetical problems, at least compared to the requirements for RSA (with
512 to 1024 bits) or similar algorithms (compare [BePi82], [Beu92]).

— Secret sharing schemes offer an extremely comfortable participant manage-
ment. One can add users without changing anything in the computers used in the
application phase. The removal of participants is more complicated, though. One
could do this organizationally by using a blacklist. The best solution would be to
withdraw all shares, and to choose a new line h and new shares. But this radical
solution cannot be used too often in practice because it is very costly.

Exercises

1 Prove the theorem of Singer, 6.2.2, in spaces of arbitrary order g.

"""”!‘
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10

Prove that the following claim holds in Theorem 6.2.3: the incidence vector
has one gap of length d+1 and 2! gaps oflength d—1-i(i=0,1,...,
d-2).

Construct GF(8) by explicitly listing the elements and the addition and mul-
tiplication tables.

Let N be anet with line set G. If one defines the relation | on G by
gilh < g=h or g and h have no point in common

show that one obtains an equivalence relation with the property that there is
exactly one line of each equivalence class (‘parallel class’) through each point
of N.

Let N be a finite net.

(a) Show that through each point there is the same number » of lines.

(b) If »> 2, show that each line contains the same number of points.

(c) Is there a net with r =2 in which not all lines have the same number of
points?

Let N be a finite net with ¢ points on each line and r lines through each
point. Show that » <g + 1 with equality if and only if N is an affine plane.

Show that from each finite net a perfect authentication system can be con-
structed by the method described in section 6.3.

In the following way, one obtains an authentication system:

Fix aplane my in P=PG(3, g). In my we choose aset G* of lines, no three
of which pass through a common point.

— The plaintexts are the lines of G*,

— the keys are the points outside 7,

— the message belonging to the key k and data d is the plane (k, d).

Show that the deception probability is 1/ if no, one or two messages are
known to an attacker.

Generalize the previous exercise to PG(d, g).

Let P=PG(d, q) be a projective space, and let U be a subspace of dimen-
sion i of P. Show that:

(a) There are exactly g?—7—1+...+¢g+ 1 hyperplanes containing U.

(b) Let P be a point outside U. Then there are exactly g9—{~1 hyper-
planes containing U not passing through P.
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11 (a) Show that one obtains a perfect threshold ¢-scheme in the following way
(cf. [Sha79]). We consider the affine plane over a field F. As secret we
choose a point (0, ay) of the y-axis. Then we choose a polynomial f of de-
gree t— 1 with absolute term ag. All other coefficients are chosen at random.
The shares are points of the form (x, f(x)).

[Hint: The system is based on the fact that a polynomial of degree f—1 can
easily be reconstructed from any ¢ of its values, for instance by Lagrange
interpolation.]

(b) Is the system constructed in (a) perfect?

12 Show 6.4.2 for the case m = 3.
13 Prove 6.4.3.

14 Generalize the construction 6.4.2 to the situation that ¢ groups are needed for
the reconstruction, and in each group G; a commitment of ¢#; users is re-
quired.

Project

In this project we study an interesting authentication system. The system is not
perfect, but still provably secure. Compared to a perfect authentication system, it
has a large number of possible plaintexts, making it interesting for practical appli-
cations. It is also interesting from a geometrical point of view because important
structures, namely spreads, play a central role.

Let P=PG(3, g) with ¢=3 mod 4. A spread of P isaset & of lines with
the property that each point of P is on exactly one line of &. It can easily be
proven that (a) each spread of P has g2+ 1 lines and (b) each set of g2 +1
mutually skew lines form a spread.

There are lots of spreads. The set & of lines of the form g, , and g, forma
spread &: '

gnk={(b,a,1,0),(-a,b,0, 1)), a, b € GF(g),
20 ={(1,0,0,0),(0, 1,0, 0)).

This spread has a special property, it contains a regulus. The set R =
{80} U {84,0!a € GF(g)} oflinesof & is aregulus.

1  Show that a set of skew lines in PG(3, ¢) is a spread if and only if it has
g?+ 1 lines.

2 Show that the set above defined as
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s={ Bab la, b e GF(g)} v {g}
is a spread in PG(3, g).
3 Show that the set

R= {80} Y {g4,01a € GF(g)}
is aregulus in PG(3, q).

Now we can construct the authentication system A. Let § be a spread of P
containing a regulus R. As plaintexts of A we choose all lines of S\, the keys
are the points on the lines of R; the message belonging to a plaintext d and a key
k is the plane generated by the line d and the point k.

Convince yourself of the following hypotheses:

4  The authentication system A has g2 —g¢ plaintexts and g2+ 1 keys.

If an attacker inserts a message of his own devising at latest after the first
authentic message has been sent, his probability of success is at most
2/(g+1).

(For details see [BeRo91}.)

You should know the following notions

Algorithm, key, enciphering, one-time pad, authenticity, data integrity, data
authenticity, authentication, authentication system, perfect authentication system,
secret sharing scheme, threshold scheme, group scheme, hierarchical scheme, per-
fect secret sharing scheme, spread.



Bibliography

[AgLa85] Agrawala, A.K.; Lakshman, T.V.: Efficient decentralized consensus protocols: IEEE

[AsKe92]

[BaBe93]

[Baer42]
[Baer4s)

[Bat86]
[Benz73j

[BePi82]

[Ber87]
[BeR090]

[BeRo91]

{Beu82]

[Beus3]

[Beu86]

{Beu87]

[Beu88]

Trans. Sofiware Enging 12 (1985), 600—607.

Assmus, E.F.; Key, T.D.: Designs and their Codes: Cambridge University Press, Cam-
bridge Tracts in Math. 103, 1992,

Batten, L.M.; Beutelspacher, A.: The Theory of Linear Spaces: Cambridge University
Press, 1993,

Baer, R.: Homogenity of projective planes: Amer. J. Math. 64 (1942}, 137-152.

Baer, R.: Projectivities with fixed points on every line of the plane: Bull. Amer. Math.
Soc. 52 (1946), 273-286.

Batten, L.M.: Combinatorics of Finite Geometries: Cambridge University Press, 1986.
Benz: Vorlesungen iiber Geometrie der Algebren: Springer-Verlag, Berlin, Heidelberg,
New York, 1973.

Beker, H.; Piper, F.C.: Cipher Systems: the Protection of Communications: Northwood
Books, London 1982.

Berger, M.: Geometry I, II: Springer-Verlag, Berlin, Heidelberg, 1987.

Beutelspacher, A.; Rosenbaum, U.: Geometric authentication systems: Ratio Mathe-
matica 1 (1990), 39-50.

Beutelspacher, A.; Rosenbaum, U.: Essentially 1-fold secure authentication systems:
Advances in Cryptology — EUROCRYPT 90. Lecture Notes in Computer Science 473,
Springer-Verlag, Berlin, Heidelberg, New York, London, Paris, Tokyo, Hong Kong,
Barcelona, Budapest, 1991, 294-305.

Beutelspacher, A.: Einfihrung in die endliche Geometrie I Bibliographisches Institut,
Mannheim, Wien, Ziirich, 1982.

Beutelspacher, A.: Einfiihrung in die endliche Geometrie II. Bibliographisches Institut,
Mannheim, Wien, Ziirich, 1983.

Beutelspacher, A.: 21-6 = 15. A connection between two distinguished geometries:
Amer. Math. Monthly 93 (1986), 29-41.

Beutelspacher, A.: A defense of the honour of an unjustly neglected little geometry or
A combinatorial approach to the projective plane of order five: J. Geometry 30 (1987),
182-195.

Beutelspacher, A.: Enciphered geometry. Some applications of geometry to cryptogra-
phy: Ann. Discrete Math. 37 (1988), 59-68.



246 Bibliography

[Beu90a] Beutelspacher, A.: Applications of finite geometry to cryptography. Geometries, Codes
and Cryptography. G. Longo, M. Marchi, A. Sgarro, eds., . CISM Courses and Lectu-
res 313, Springer-Verlag, Wien, Berlin, Heidelberg, New York, 1990.

[Beu90b] Beutelspacher, A.: How to communicate efficiently: J. Combinat. Theory 54 (1990),
No. 2, 312-316.

[Beu92] Beutelspacher, A.: Cryptology: The Mathematical Association of America, Washing-
ton, DC, 1994.

[BeWe93] Beutelspacher, A.; Wettl, F.: On 2-level secret sharing: Designs, Codes and Crypto-
graphy 3 (1993), 127-134.

[BJL85] Beth, T.; Jungnickel, D.; Lenz, H.: Design Theory: Bibliographisches Institut, Mann-
heim, Wien, Ziirich, 1985.

[Bla83] Blahut, R.E.: Theory and Practice of Error Control Codes: Addison-Wesley, Reading,
Mass., 1983.

[BoBu66] Bose, R.C.; Burton, R.C.: A characterization of flat spaces in a finite geometry and the
uniqueness of the Hamming and MacDonald codes: J. Combinat. Theory 1 (1966), 96—
104.

[BPBS84] Berger, M.; Pansu, P.; Berry, J.P.; Saint-Raymond, X.: Problems in Geomeiry: Sprin-
ger-Verlag, New York, Berlin, Heidelberg, Tokyo, 1984.

[Brau76] Brauner, H.: Geometrie projektiver Rdume I Bibliographisches Institut, Mannheim,
Wien, Ziirich, 1976.

[BrEr48] de Bruijun, N.G.; Erdés, P.: On a combinatorial problem: fndag. Math. 10 (1948),
421423,

[BrRy49] Bruck, R.H.; Ryser, H.J.: The non-existence of certain finite projective planes: Can. J.
Math. 1 (1949), 88-93.

[BuBu88] Buekenhout, F.; Buset, D.: On the foundations of incidence geometry: Geom. Dedicata
25 (1988), 269-296.

[Buek69a] Buekenhout, F.: Ensembles quadratiques des espaces projectifs: Math. Z. 110 (1969),
306-318.

[Buek69b] Buekenhout, F.: Une caractérisation des espaces affins basée sur la notion de droite:
Math. Z. 111 (1969), 367-371.

[Buek79] Buekenhout, F.: Diagrams for geometries and groups: J Combinat. Theory (A) 27
(1979), 121-151.

[Buek81] Buekenhout, F.: The basic diagram of a geometry: Geometries and Groups. Lecture
Notes in Mathematics 893, Springer-Verlag, Berlin, Heidelberg, New York, 1981,
1-29.

[Buek95] Buekenhout, F.: Handbook of Incidence Geometry. Buildings and Foundations. North-
Holland, 1995.

Bibliography 247

[BuSh74] Buekenhout, F.; Shult, E.: On the foundations of polar geometry: Geom. Dedicata 3
(1974), 155-170.

{CaLi80] Cameron, P.J.; Lint, van, I.H.: Graphs, Codes and Designs: London Math. Soc. Lectu-
re Notes Series 43, Cambridge University Press, 1980.

[CaLi91] Cameron, P.J; Lint, van, J.H.: Designs, Graphs, Codes and their Links: London Math.
Soc. Student Texts 22, Cambridge University Press, 1991.

[Cam92] Cameron, PJ.: Projective and Polar Spaces: QMW Maths Notes 13, Queen Mary and
Westfield College, University of London, 1992.

{CCITT] CCITT Recommendations X.509: the Directory — Authentication Framework, New
York, London, Sydney, Toronto, 1988.

[Cox69] Coxeter, H.S.M.: Introduction to Geometry: John Wiley & Sons, New York, 2nd edn,
1969.

[Cox74] Coxeter, H.S.M.: Projective Geometry: University of Toronto Press, 2nd edn, 1974.

[DaPr89] Davies, D.W.; Price, W.L.: Security for Computer Networks: John Wiley & Sons,
Chichester, 1984, 2nd edn, 1989.

[Demé68] Dembowski, P.: Finite Geometries: Springer-Verlag, Berlin, Heidelberg, New York,
1968.

fDen83] Denning, D.: Cryptography and Data Security: Addison-Wesley, Reading, Mass. 1983.

{DVW89] DeSoete, M.; Vedder, K.; Walker, M.: Cartesian authentication schemes: ddvances in
Cryptology — EUROCRYPT 89. Lecture Notes in Computer Science 434, Springer-
Verlag 1990, 476-490.

[Edge55] Edge, W.L.: 31-point geometry: Marth. Gaz. 39 (1955), 113-121.

[Fak79] Fa&k, V.: Repeated use of codes which detect deception: JEEE Trans. Inform. Theory,
Vol. 25, No. 2, March 1979, 233-234.

[Gal91]  Gallian, J.A.: The mathematics of identification numbers: College Math. J. 22 (1991),
194-202.

[Gal94]  Gallian, J.A.: Contemporary Abstract Algebra: D.C. Heath, Lexington, Mass., 3rd edn,
1994.

[GMS74] Gilbert, E.N.; MacWilliams, F.J.; Sloane, N.J.A.: Codes which detect deception: The
Bell Sys. Techn. J. 53, March 1974, 405425,

[Gop88] Goppa, V.D.: Geometry and Codes: Kluwer Academic Publishers, Dordrecht, Nether-
lands, Boston, Mass., London, 1988.

{Hag71] Hagelbarger, D.W.: The application of balance symmetric incomplete block designs to
switching networks: Proceeding of the International Conference on Communications,
June 14, 15, 16, 1971, Montreal.

[HaHe76] Halder, H.-R.; Heise, W.: Einfiithrung in die Kombinatorik: Carl Hanser Verlag, Miin-
chen, Wien, 1976.



248 Bibliography

[HeQu89] Heise, W.; Quattrocchi, P.: informations- und Codierungstheorie: Springer-Verlag,
Berlin, Heidelberg, 2nd edn, 1989.

{Her64] Herstein, L.N.: Topics in Algebra: John Wiley & Sons, New York, 2nd edn, 1564.

{Her72] Herzer, A.: Dualititen mit zwei Geraden aus absoluten Punkten in projektiven Ebenen:
Math. Z. 129 (1972), 235-257.

[Hes05] Hessenberg, G.: Beweis des Desarguesschen Satzes aus dem Pascalschen: Math. Ann.
61 (1905), 161-172.

[Hil62]  Hilbert, D.: Grundlagen der Geometrie. B.G. Teubner, Stuttgart, 9th edn, 1962.

fHill86] Hill, R.: 4 First Course in Coding Theory: Clarendon Press, Oxford, 1986.

[Hir79]  Hirschfeld, J.W.P.: Projective Geometries over Finite Fields: Clarendon Press, Oxford,

1979.

[Hir85]  Hirschfeld, J.W.P.: Finite Projective Spaces of Three Dimensions: Clarendon Press,
Oxford, 1985.

[HiTh91] Hirschfeld, J.W.P.; Thas, J.A.: General Galois Geometries: Clarendon Press, Oxford,
1991.

[Hog94] Hogendijk, Jan P.: Mathematics in Medieval Islamic Spain. Proceedings of the Inter-
national Congress of Mathematicians, Zurich 1994, Birkhduser Verlag, Basel, 1995,
1568-1580.

[HuPi73] Hughes, D.R.; Piper, F.C.: Projective Planes: Graduate Texts in Mathematics 6, Sprin-
ger-Verlag, New York, Heidelberg, Berlin, 1973.

{KaKr88} Karzel, H.; Kroll, H.-).: Geschichte der Geometrie seit Hilbert: Wissenschaftliche
Buchgesellschaft, Darmstadt, 1988.

{Kall82] Kallaher, M.1.: Affine Planes with Transitive Collineation Groups: North-Holland,
New York, 1982.

[KaPi70] Karzel, H.; Pieper, L.: Bericht iiber geschlitzte Inzidenzgruppen: Jber. Deutsch. Math.-
Verein. 72 (1970), 70-114.

[Ker92] Kersten, A.: Shared Secret Schemes aus geometrischer Sicht. AMitt. Math. Sem. Univ.
Giessen 208 (1992).

[KSW73] Karzel, H.; Sorensen, D.; Windelberg, D.: Einfithrung in die Geometrie: Vandenhock
& Ruprecht, Gottingen, 1973.

[Lam91] Lam, C.W.H.: The search for a finite projective plane of order 10: Amer. Math.
Monthly 98 (1991), 305-318.

[Lang65] Lang, S.: Algebra: Addison-Wesley, Reading, Mass., 1965.

[Lenz54] Lenz, H.: Zur Begriindung der analytischen Geometrie: Bayerische Akad. Wiss. 2
(1954), 17-72.

[Lenz65] Lenz, H.: Vorlesungen iiber projektive Geometrie: Akad. Verl. Ges. Geest & Portig,
Leipzig, 1965.

Bibliography 249

[Lin69] Lingenberg, R.. Grundlage der Geometrie I' Bibliographisches Institut, Mannheim,
1969.

[Lint82] Lint, van, LH.: Introduction to Coding Theory: Springer-Verlag, New York, Heidel-
berg, Berlin, 1982.

[Mas86] Massey, J.L.: Cryptography — a selective survey: Alta Frequenza LV, 1 (1986), 4-11.

[Mey76] Meyberg, K.: Algebra, Teil 2: Carl Hanser Verlag, Miinchen - Wien, 1976.

[MiPi87a] Mitchell, C.J.; Piper, F.C.: The cost of reducing key-storage requirements in secure
networks: Computers & Security 6 (1987), 339-341.

[MiPi87b] Mitchell, C.1.; Piper, F.C.: Key storage in secure networks: J. Discrete Applied Math.
21(1988), 215-228.

[Mou02] Moulton, F.R.: A simple non-desarguesian plane geometry: Trans. Amer. Math. Soc. 3
(1902), 192-195.

{Mul54] Muller, D.E.: Application of Boolean algebra to switching circuit design and to error
detection: JEEE Trans. Computers 3 (1954), 6—12.

[MWSI83] MacWilliams, F.J.; Sloane N.J.A.. The Theory of Error-Correcting Codes: North-
Holland, Amsterdam, New York, Oxford, 1983.

[Pas82]  Pasch, M.: Vorlesungen iber neuere Geometrie: Teubner, Leipzig, Berlin, 1882.

[Pas94]  Pasini, A.: Diagram Geometries: Oxford University Press, 1994.

[PaTh85] Payne, S.E.; Thas, J.A.: Finite Generalized Quadrangles: Pitman, New York 1985.

[Ped63]  Pedoe, D.: An Introduction to Projective Geometry: Macmillan, New York, 1963.

[Pick55] Pickert, G.: Projektive Ebenen: Springer-Verlag, Berlin, Géttingen, Heidelberg, 1955.

{PiWa84] Piper, F.C.; Walker, M.: Binary sequences and Hadamard designs: Geometrical Com-
binatorics, F.C. Holroyd, R.J. Wilson (eds.). Research Notes in Mathematics 114, Pit-
man, Boston, Mass., 1984.

[Qvi52]  Qvist, B.: Some remarks concerning curves of the second degree in a finite plane: Ann.
Acad. Sci. Fenn. 134 (1952), 1-27.

[Reed54] Reed, LS.: A class of multiple-error-correcting codes and the decoding scheme: IEEE
Trans. Inform. Theory 4 (1954), 38-49.

[Ros93]  Rosenbaum, U.: A lower bound on authentication after having observed a sequence of
messages: J. Cryptology 6 (1993), 135-156.

[Rue86] Rueppel, R.: Analysis and Design of Stream Ciphers: Springer-Verlag, Berlin, Heidel-
berg, New York, London, Paris, Tokyo, 1986.

[Sal90]  Salooma, A.: Public-Key Cryptography: Springer-Verlag, Berlin, Heidelberg, New
York, London, Paris, Tokyo, Hong Kong, Barcelona, 1990.

[Schn96] Schneier, B.: Applied Cryptography: Protocols, Algorithms and Source Code in C:
John Wiley & Sons, New York, 2nd edn, 1996.

[Schud1] Schulz, RH.: Codierungstheorie — eine Einfithrung: Verlag Vieweg, Braunschweig,
Wiesbaden, 1991.



250

Bibliography

[Seg54]

[Seg61]
[Sha49]

[Sha79]
[Sim82]

[Sim84]

[Sim90]

[Sim92a]

{Sim92b]

[Sing38]

[SiSm89]

[Steil3]

[Stios]
[Tall56]

[Tall57]

[Tam72]

[Tec87]

[Tits56]

[Tits74]

Segre, B.: Sulle ovali nei piani lineari finiti: Atti Accad. Naz. Lincei Rendic. 17 (1954),
141-142.

Segre, B.: Lectures on Modern Geometry: Cremonese, Roma, 1961.

Shannon, C.E.: Communication theory of secrecy systems: Bell. Sys. Tech. J 10
(1949), 657-715.

Shamir, A.: How to share a secret: Commun. ACM 22 (1979), 612-613.

Simmons, G.J.: A game theoretical model of digital message authentication: Congres-
sus Numerantium 34 (1982), 413424,

Simmons, G.J.: Authentication theory / Coding theory: Advances in Cryptology:
Proceedings of CRYPTO 1984. Lecture Notes in Computer Science 196, Springer-
Verlag, New York, Berlin, Heidelberg, London, Paris, Tokyo, Hong Kong, 1984, 411—
432,

Simmons, G.J.: How to (really) share a secret: Advances in Cryptology — CRYPTO 88.
Lecture Notes in Computer Science 403, Springer-Verlag, New York, Berlin, Heidel-
berg, London, Paris, Tokyo, Hong Kong, 1990, 390—448.

Simmons, G.J.: Contemporary Cryptology: IEEE Press, New York, 1992.

Simmons, G.J.: An introduction to shared secret/shared control schemes: Contempor-
ary Cryptology, G.J. Simmons, ed., IEEE Press, New York, 1992, 441-497.

Singer, J.: A theorem in finite projective geometry and some applications to number
theory: Trans. Amer. Math. Soc. 43 (1938), 377-385.

Simmons, G.J.; Smeets, B.: A paradoxical result in unconditionally secure authentica-
tion codes — and an explanation: /MA Conference on Cryptography and Coding, Dec.
18-20, 1989, Cirencester, England, Clarendon Press, Oxford.

Steinitz, E.H.: Bedingt konvergente Reihen und konvexe Systeme: J. Reine Angew.
Marh. 143 (1913), 128-175.

Stinson, D.R.: Cryprography. Theory and Practice: CRC Press, Boca Raton, Fl., 1995.
Tallini, G.: Sulle k-calotte di uno spazio lineare finito: Ann. Mat Pura Appl 42
(1956), 119-164.

Tallini, G.: Caratterizazione grafica delle quadriche ellittiche negli spazi finiti: Rend.
Mat. Roma 16 (1957), 328-351.

Tamaschke, O.: Projektive Geometrie II. Bibliographisches Institut, Mannheim, Wien,
Ziirich, 1972.

Tecklenburg, H.: A proof of the theorem of Pappus in finite Desarguesian affine pla-
nes: J. Geometry 30 (1987), 172-181.

Tits, J.: Les groupes de Lie exceptionnels et leur interprétation géométrique: Bull. Soc.
Math. Belg. 8 (1956), 48-81.

Tits, J.: Buildings of Spherical Type and Finite BN-Pairs. Springer-Verlag, Berlin
Heidelberg, New York, 1974.

Bibliography 251

[Ver26] Vernam, G.S.: Cipher printing telegraph systems for secret wire and radio telegraphic
communications: J. A/EE 45 (1926), 109-115.

[VeYol6] Veblen, O.; Young, J.W.: Projective Geometry: 2 vols. Ginn & Co., Boston, Mass.,
1916.

[Wal90] Walker, M.: Information-theoretic bounds for authentication schemes: J. Cryptology 2
(1990), 131-143.



Index of notation

(ay: .. .: az) homogeneous coordinates 66

{(ay, ..., ay inhomogeneous coordinates 68

i
A=P\H,
AG@, F)

AG(d, q)

Aut(F)

&0
(O

ci
(o]

d(v) w)
dim(P)

Dg

parallelism 28
affine space 27

d-dimensional affine space
over the division ring F 69

d-dimensional affine space
over the finite field of order ¢
69

group of automorphisms of F
132

span of the set 9C 10

characteristic vector of the set
9N of points of A 203

dual code 187

minimum distance of the code
C 184

distance of the vectors v, w
182

dimension of a projective space
P 18

dimension of a vector space 56

group of dilatations (cental
collineations with axis H and
centre O ¢ H) 110

flag 3

group of collineations of A
118

geometry 1

group of collineations of A
that fix the point O 118

hyperplane at infinity 27
Hamming code 191
extended Hamming code 195

incidence relation 2

max,_(r, gmaximum » such that an

P/Q
P(V)
gx
pA

PG(d, F)

PG(d, ¢)

Lq)
rad(Q)

Res(5)
5,(v}
T(H)
T(H)
TP, H)
U =P(L)

AUP)
QU*(P)

WC)

(n,d—1)setin PG(r-1, g)
exists 199

projective space 7
quotient geometry 21
projective space over V 56

points of the affine space P\H
107

dual of the projective plane P
9

d-dimensional projective space
over the division ring F 59

d-dimensional projective space
over the finite field of order ¢
59

quadratic set 137

quadric 162

tangent space of 2 at P 137
g+...+g+125

radical of the quadratic set 2
139

residue of the flag J 35
Hamming sphere 183

translations (group of central
collineations with axis H and
centre on H) 105

group of translations of A =
P\H 118

group of central collineations
with axis H andcentre P e H
109

subspace 10

set of subspaces of P 18

set of nontrivial subspaces of
P 18

minimum weight of the code
C 186



General index

access structure 234
accompanying automorphism 120
active attack 214

affine geometry 27

affine plane 27

affine space of dimension 4 27
algorithm 214

arc 199

authentic 224

authenticate 214

authenticated message 214
authentication 214
authentication code 215, 225
authentication system 224
automorphism 21

axial collineation 103

axiom of Pasch 6

axis 96

Baer 100

basis 14, 185

basis extension theorem 18

block 5

Buekenhout, Francis 33
Buekenhout—Tits geometry 37, 160

cap 199

Cartesian 225

central collineation 96
centre 96, 183

Ceva, Giovanni 90
characteristic 2 89
characteristic vector 203
ciphertext 173,214
cleartext 214

codeword 182
collinear 11
collineation 21,95
compartment scheme 235
complete arc 209

cone 138, 144,150

configuration theorems 59

conic 164

connected geometry 38
coordinatized projective space 56
coset 68

cycle 218

Dandelin, Germinal Pierre 70
data 213

data authenticity 224
data integrity 224
de Bruijn, N.G. 83
decipher 173,214
decode 184

degree 205
dependent 14
Desargues, Girard 59
Descartes, René 55
diagram 33, 35, 156
difference set 85
dilatation 110
dimension 18
dimension formula 19
direct product 47
distance 182
division ring 55

dual code 187

dual plane 9

dual proposition 8

edge 33,35

elation 98

elliptic quadratic set 150
encipher 173, 214
enciphering algorithm 173
equivalent 153

Erdos, P. 83

error vector 182
exchange lemma 16
exchange property 13
existence of central collineation 100



256

General index

extended Hamming code 195

Fano, Gino 89

field S5

finite projective space 24
finitely generated 14

first representation theorem for affine spaces

116

first representation theorem for projective
spaces 117

flag 3

flat 27

frame 127

Gallucci, G. 70

gap 218

general position 74
generalized projective space 46
generalized quadrangle 156
generate 10

generating cycle 218
generator matrix 186
geometry 1

Gilbert, EN. 226

Golomb, S. 218

Hamming code 191
Hamming distance 183
Hamming sphere 183
Hessenberg’s theorem 65
homogeneous coordinates 65, 66
homology 98
hyperbolic quadratic set 150
hyperbolic quadric 74, 138
hyperboloid 145
hyperovals 201
hyperplane 18

at infinity 27

if-three-then-all axiom 137
incidence 2

incidence relation 2
incidence structure 5
incident 3

independent 14, 49

index 141

induce 99, 139

induced incidence relation 3
inhomogeneous coordinates 68
invisible edge 36

isomorphic 21

isomorphism 21

join theorem 46

k-arc 176, 199

key 173,214

key management 233
Klein quadratic set 157
Klein quadric 169
Klein, Felix 157

leader 189

line §

linear 10

linear [n, k}-code 185
linear space 81

MAC 225

MacWilliams, F.J. 226

Mariner 9 208

maximal 2-subspace 141
maximal flag 3

maximum distance separable 197
MDS code 197

Menelaus of Alexandria 90
message 173, 182,214

message authentication code 225
minimal spanning set 14
minimum distance 184
minimum weight 186

mod 85

Moulton, F.R. 76

multilevel scheme 236

natural parallelism 28

net 229

node 33,35

noncollinear 11

nondegenerate projective space 7
nondegenerate quadratic form 162
nondegenerate quadratic set 139
nontrivial subspace 18

General index

257

normal rational curve 74
(n, s)-set 198
nucleus 201, 210

one-or-all property 177
one-time pad 217

opposite regulus 72

order 24, 85

ordered frame 127

orthogonal 187

out-of-phase autocorrelation 219
oval 144,199

ovoid 144

Pappus 59
parabolic quadratic set 150
parailel 28,229
parallel axiom 28
parallel classes 30, 229
parallelism 28,229
parity check matrix 188
Pasch, Moritz 6
passive attack 213
perfect n-fold 231
perfect authentication system 227
perfect code 192
perfect enciphering algorithm 217
perfect secret sharing scheme 237
period 218
periodic sequence 218
plaintext 173,214
plane 11,18
Platonic solids 49
Playfair’s parallel axiom 29
Pliicker coordinates 165
Pliicker quadric 169
point(s) 5

at infinity 27
polar spaces 161
prekey 174
primitive polynomial 220
principle of duality 8

for projective planes 9
principle of Kerckhoffs 215
probability of deception 234
projective closure 28
projective collineation 126
projective geometry 18
projective plane 8

projective space 7

9-subspace 137

quadratic form 161

quadratic set 137

quadric 162

quorum of a threshold scheme 235
quotient geometry 21, 48

radical 139

radius 183

rank 4

rank r geometry 4

rank 2 residue 35

recipient 213

Reed—Muller code 203

regular 106

regular titing 43

regulus 72, 145

representation theorem 116, 117, 124
residue 35

resistant 175

robust secret sharing scheme 235

secant 203
second representation theorem for affine
spaces 124

second representation theorem for projective

spaces 124

secret key 215

secret sharing scheme 233

semilinear map with accompanying
automorphism 120

sender 213

Shannon, C. 217

sharply transitive 106

Singer cycle 87,219

Singleton bound 196

16 point theorem 70

skew 69

skew subspaces 69

skewfield 55

Sloane, N.J.A. 226

span 10

spread 242

Steinitz exchange theorem for projective
spaces 17

stream cipher 216



258

General index

string 218

subspace 10

substitution 224
symmetric difference 205
syndrome 188
syndrome-decoding 190

tangent 137
tangent space 137
tangent-space axiom 137
t-error correcting code 184
t-error detecting code 209
theorem

of Ceva 90

of Desargues 60

of Fano 89

of Menelaus 90

of Pappus 62

of Segre 164
threshold scheme 235

tiling 43

Tits, Jaques 33
translation 105
transversal 69
trapezoid axiom 52

triality 160
triangle axiom 51
trivial 36

trivial subspace 18
type 4

Veblen—Young axiom 6
vector space 56

Vernam, G.S. 216

vertex 138, 139, 144, 150

weight 186
witt, E. 149



	bb0001
	bb0002
	bb0003
	bb0004 (2)
	bb0005
	bb0007
	bb0008
	bb0009
	bb0010
	bb0011
	bb0012
	bb0013
	bb0014
	bb0015
	bb0016
	bb0017
	bb0018
	bb0019
	bb0020
	bb0021
	bb0022
	bb0023
	bb0024
	bb0025
	bb0026
	bb0027
	bb0028
	bb0029
	bb0030
	bb0031
	bb0032
	bb0033
	bb0034
	bb0035
	bb0036
	bb0037
	bb0038
	bb0039
	bb0040
	bb0041
	bb0042
	bb0043
	bb0044
	bb0045
	bb0046
	bb0047
	bb0048
	bb0049
	bb0050
	bb0051
	bb0052
	bb0053
	bb0054
	bb0055
	bb0056
	bb0057
	bb0058
	bc0001
	bc0002
	bc0003
	bc0004
	bc0005
	bc0006
	bc0007
	bc0008
	bc0009
	bc0010
	bc0011
	bc0012
	bc0013
	bc0014
	bc0015
	bc0016
	bc0017
	bc0018
	bc0019
	bc0020
	bc0021
	bc0022
	bc0023
	bc0024
	bc0025
	bc0026
	bc0027
	bc0028
	bc0029
	bc0030
	bc0031
	bc0032
	bc0033
	bc0034
	bc0035
	bc0036
	bc0037
	bc0038
	bc0039
	bc0040
	bc0041
	bc0042
	bc0043
	bc0044
	bc0045
	bc0046
	bc0047
	bc0048
	bc0049
	bc0050
	bc0051
	bc0052
	bc0053
	bc0054
	bc0055
	bc0056
	bc0057
	bc0058
	bc0059
	bc0060
	bc0061
	bc0062
	bd0001
	bd0002
	bd0003
	bd0004
	bd0005
	bd0006
	bd0007
	bd0008
	bd0009
	bd0010
	bd0011
	bd0012
	bd0013
	bd0014



